A managed work profile can help keep work apps and information separate from your personal apps. It does not
mean every work-related task is automatically safe, or that you can move information between the two sides of

your phone whenever it is convenient. Your employer’s device policy and approved systems come first.

The practical aim is simple: make work easy to find inside the work profile, keep personal activity on the personal
side, and avoid moving patient or organisational data between them. Then check what appears on your lock

screen. A tidy home screen is useful; preventing the wrong information from being exposed is essential.

Start with your employer’s BYOD and device policy

Before changing settings or rearranging apps, read your employer’s bring-your-own-device (BYOD) policy and any
guidance for the managed profile. If the phone is employer-owned, check the device-use policy instead. These
documents should explain what your organisation permits, what it manages, and what you should do if the phone

is lost, replaced, or obgynkey.com no longer used for work.

Policies vary. One organisation may allow work email on a personal phone through a managed profile; another
may require a work-issued device or restrict certain functions. Do not assume that a setting available on your

phone is approved for work just because it works technically.
Look for answers to questions such as:

* Which work apps and services are approved for patient or organisational information?
® (Can work files be downloaded, printed, copied, or opened in personal apps?

® Are screenshots, backups, voice assistants, or personal cloud services restricted?

* What lock-screen, passcode, encryption, and update settings are required?

® (Can the employer remove work data remotely, and what happens to personal data?

* Who should you contact about a lost phone, suspected disclosure, or profile problem?

If the policy is unclear, ask your IT service desk, information governance team, or manager before trying a
workaround. Avoid sending work material to a personal email account, saving it to a personal cloud drive, or using

a consumer messaging app to get around an access problem.

Understand the boundary between profiles

On many Android devices, a managed work profile creates a separate space for work apps and data. Work apps
may have a briefcase badge, and the launcher may show separate “Personal” and “Work" tabs. Your organisation
can manage the work profile under its policies. The exact controls and what the employer can see depend on the

device setup and the organisation’s arrangements, so use its privacy notice or IT guidance rather than guessing.

A profile boundary is more than a visual filing system. It may limit how work information is shared with personal
apps, but it does not make every action safe or permitted. A screenshot, copied text, downloaded attachment, or

notification can still expose information if the system allows it or if you use an unapproved route.

Keep the basic rule in mind: work information stays in approved work apps and services. If a work app offers
a share button, check the destination carefully. The wrong tap in a share menu can send a document to a personal

notes app, a personal contact, or another destination outside the work profile.

Follow profile layout: make work easy to spot
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Use your phone’s profile layout consistently. Keep clinical and organisational apps in the work section, and leave

entertainment and personal apps in the personal section. If your launcher lets you hide or pause the work profile

outside work hours, ask your employer whether that is permitted and what it means for alerts and access.

Simple organisation is usually more reliable than elaborate customisation. For example:

Keep approved work apps together in the work tab or in a clearly named work folder within the work profile.
Keep streaming, shopping, games, personal social media, and personal banking in the personal profile.

Use recognisable app names and icons; avoid renaming or disguising work apps if that could confuse you or

your support team.
Remove shortcuts you do not use, but do not uninstall or disable a managed app without checking with IT.

Check that a new app has been installed in the intended profile before signing in or opening a work link.

A folder is not a security control. Putting a work app beside personal apps may help you find it, but it does not

change where its data is stored or how it can be shared. Likewise, moving a downloaded work file into a folder on

the personal side does not make it safer; it may put it in the wrong place.

Do not move data between work and personal spaces

Do not move data between profiles unless your employer has explicitly approved the method and the

information involved. This includes patient details, screenshots, referral information, work documents, meeting

notes, contact details, and account credentials.

Be alert to common routes across the boundary:

Copying text from a work app and pasting it into a personal app.

Downloading a work attachment into a personal Downloads folder.

Saving work photos or screenshots into a personal gallery or cloud backup.

Opening a work link in a personal browser when an approved work browser is available.
Sharing a file through the wrong account or selecting a personal contact by mistake.

Using a personal notes app, calendar, voice recorder, or messaging service for work content.



When a task cannot be completed within the approved work environment, stop and use your organisation’s
support route. Ask for access to the right system or a permitted transfer method. Do not invent a workaround

because it seems quicker.

The Information Commissioner’s Office (ICO) advises organisations to protect personal information through
appropriate security measures. Its guidance on working from home securely is relevant when work happens on a
device outside the workplace. The ICO’s wider security guidance also covers organisational responsibilities. Follow

your employer’s instructions for applying those protections in your role and on your device.

Keep entertainment separate from clinical work

Separating work from entertainment reduces distractions and makes accidental sharing less likely. It also helps you
switch off: a personal game or social feed should not sit among the apps you use for clinical work, and a clinical

alert should not be buried under entertainment notifications.

s

Keep personal media, games, and social apps on the personal side. Do not use them to store work notes or
communicate about patients, even if the information seems brief or non-identifying. Small details can identify

someone when combined with other information.

Consider turning off non-essential personal notifications during a shift, using your phone’s focus settings if
permitted. Check that the setting does not silence essential work alerts. If you rely on work notifications for a
clinical responsibility, follow local escalation arrangements as well; a phone notification should not be the only

route for urgent communication unless your organisation has approved that arrangement.

Protect lock-screen notifications and previews

A lock screen can reveal information to someone nearby, even while the phone is locked. A notification preview
might show a patient’s name, a message snippet, an appointment detail, or a work subject line. The phone being

in your pocket most of the time is not a privacy control.

Check notification privacy on the actual lock screen before relying on it. Settings can behave differently depending
on the device, app, and profile. Send yourself a harmless test notification or ask IT for an approved test method,
then lock the phone and view what is displayed. Do not use real patient information to test a setting.



1. Open the phone's notification or lock-screen settings.

2. Choose an option that hides sensitive notification content while the device is locked, if your employer permits
it.

3. Review notification settings for work apps individually; one app may have separate controls for message

previews and alerts.
4. Lock the phone and check the display from the outside, as someone standing nearby would see it.

5. Repeat the check after operating-system updates, app changes, or a profile reset.

There is a balance to manage. Hiding all work notifications may reduce exposure but could interfere with approved
work processes. Follow local policy, and ask IT or your manager which notification settings are expected. Do not

assume that a notification is private simply because it came from a managed app.

A quick organisation check

Check Good practice If it is not clear Work apps Keep approved apps in the managed work profile. Ask IT which
app or account to use. Files and notes Use approved work storage and services only. Do not save a copy to
personal storage as a workaround. Sharing Check the destination and account before sending. Cancel and confirm
the approved route. Notifications Hide sensitive previews on the lock screen where permitted. Test the real lock
screen and ask about work-alert requirements. Lost or changed device Follow the employer’s reporting and

profile-removal process. Contact the designated support team promptly.

When something goes wrong

If you send work information to the wrong place, lose the phone, notice an unexpected app or account, or think
someone has seen a notification, follow your organisation’s incident-reporting process promptly. Report what
happened, when it happened, and what information may be involved. Do not delete evidence or try to conceal the

mistake; the right team can assess the risk and advise on next steps.

If you are leaving the organisation or replacing your phone, use the official process for removing the managed
profile and returning or transferring any work device. Do not wipe, sell, or hand on a device before checking the

instructions. A profile may contain work data or settings that need to be handled by your employer.

Keep the routine simple

A well-organised managed phone does not require complicated folders or constant rearranging. Start with the
employer’s policy, use approved systems for patient and organisational data, follow the work-profile layout, and
do not move data into personal apps or storage. Keep entertainment separate, then test lock-screen previews on

the actual device.

When a task does not fit neatly inside the managed profile, treat that as a prompt to check the approved process
—not a reason to improvise. That habit keeps your phone easier to use and helps protect the people whose

information you handle.



